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1 Key Messages 
 

 

We have finalised three audit assignment reports (Follow Up 1, GDPR Post Implementation and Housing Compliance). The Follow Up 1 report is 
issued as a separate agenda item and this review resulted in a ‘reasonable progress’ opinion being made to implement previously agreed actions. 
The GDPR Post Implementation review was undertaken as an agreed upon procedures review and we do not provide an assurance opinion, but 
we have raised a number of actions for management to consider. The Housing Compliance review has resulted in a ‘no assurance’ opinion. Further 
details are provided in Section 2 of this Progress Report.  

 

We have provided an update to the Internal Audit Plan, detailing the scheduled completion dates for the remainder of the Plan. In Appendix B, we 
have also detailed the changes to the Internal Audit Plan which have been agreed with management. 
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2 Reports 

2.1 Summary of final reports being presented to the Governance and Audit Committee 
This section summarises the reports that have been finalised since the last meeting. We have finalised two reports since the previous meeting and these are detailed below:  

Assignment  Actions agreed 

H M L 

Follow Up 1 

Objective of the review: 

To provide assurance on action taken to address management actions previously agreed by management. 

Overall assurance rating and management actions:  

Reasonable Progress. 

The Follow Up 1 review consisted of 39 previously agreed management actions across eight reports. We noted that the Council made 
‘reasonable progress’ in implementing previously agreed management actions. It was noted that 20 actions had been fully implemented, five 
actions were ongoing, 12 had not been implemented and two had been superseded. 

Full details of the actions that have been reiterated are provided in the full report which is a separate agenda item. 

0 11 6 
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Assignment  Actions agreed 

H M L 

General Data Protection Regulation (GDPR) Post Implementation Review 

Objective of the review: 

 To provide assurance that the Council is complying with GDPR.  

Overall assurance rating and management actions: 

As part of the approved internal audit periodic plan for 2020/21, we have undertaken an agreed upon procedures assignment of the current data 
governance processes, procedures and controls. Our report is a factual report and we do not provide a level of assurance or internal audit 
opinion. We have raised eight actions for management to consider. 

 The Council has an Information Asset Register in place. However, it was noted that not all service areas/departments within the Council have 
yet been incorporated within the Register. Additionally, the current entries within the Register had not been fully completed, with many gaps 
in place, in particular for the lawful basis for processing data and data retention periods. 

 Template documents have been created including standardised contract clauses and a standardised Data Sharing Agreement to be used 
which reflect GDPR requirements. The Council’s Information Asset Register documents if any personal data is shared with any third parties 
external to the Council. The Register also documents the type of data, which is being shared with third parties, where applicable. However, 
as not all service areas/departments which process personal data have yet been incorporated within the Register, it is therefore not possible 
to confirm that all third parties have been identified and documented appropriately.    

 The Council’s Information Asset Register documents dedicated owners for data entries within the Register. However, it was noted that data 
owners had not been allocated for all entries within the Register, and some instances were noted where a service area/department had been 
documented as opposed to a specific staff member. Additionally, as the Register has not yet been fully populated, all personal data sources 
have not been allocated a dedicated data owner. 

 The Council has a Data Retention Schedule in place, however the Schedule was last reviewed and updated in February 2012. Furthermore, 
as the Council's Information Asset Register has not yet been fully populated, all personal data sources, storage locations and retention 
periods have not been documented. 

 A GDPR training course was deployed to staff members in October 2019 as part of the set refresher training schedule. At the time of audit, 
374 out of 381 staff members which had been allocated the refresher training had completed the course.                                                                       

- - - 
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Assignment  Actions agreed 

H M L 

A Councillor specific GDPR training session was also delivered via a PowerPoint by the Council in May 2019. Through review of training 
records, it was confirmed that only 34 of the 56 current Councillors attended the session.  

 The Council has a Data Protection Policy in place which is located on the Council's Website. The Policy was last updated in June 2018 
following the implementation of GDPR. However, at the time of audit it was noted that the Policy had surpassed its set annual review date. 

 The Council has published a Privacy Notice on its website which has been updated following the implementation of GDPR. The Privacy 
Notice has a dedicated section (‘Your Rights’) for individuals’ rights prescribed under GDPR. Additionally, the Council’s Data Protection 
Policy has a dedicated section for data subject rights. The Council also has a dedicated Subject Access Request Procedure and Request 
Form in place which clearly sets out the Information Commissioner's Office (ICO) one calendar month prescribed deadline for the completion 
of requests. However, at the time of audit it was noted that the Council does not currently have procedures in place for the updating and 
deleting of personal data at a departmental level. 

 The Council’s Information Asset Register contains a specific section for documenting the legal basis/consent in place in order for the Council 
to process the relevant data entry. However, at the time of the audit, the Council’s Information Asset Register had not been fully populated 
and therefore not all means of consent had been identified and documented.  

Full details of actions for management is included in the Action Plan in Appendix C, at the rear of this report. 

Housing Compliance – Gas, Electrical, Legionella, Asbestos and Fire Safety 

Objective of the review: 

A compliance audit to confirm policies and procedures are being consistently, effectively and efficiently applied: ensuring that all statutory 
responsibilities are met. 

Overall assurance rating and management actions: 

 

7 8 1 
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Assignment  Actions agreed 

H M L 

An overall assurance rating of no assurance has been given for this review. We have agreed seven high, eight medium and one low priority 
management actions.  

We identified the following high and medium priority findings where management actions were agreed: 

 For solid fuel, fire safety and legionella, the programme is held on a spreadsheet. The spreadsheets do not include key information like the 
last safety check, next safety checks and any notes relating to remedial actions or access to the property; (High) 

 For electrical testing, it was noted a testing programme for 2020 has not been implemented. The housing management system and the stock 
condition database is not reconciled to the housing compliance safety checks/servicing programmes to ensure that every property is 
accounted for; (High) 

 For sheltered accommodation/communal areas, fire alarm testing, extinguisher checks and emergency lighting checks are undertaken. On 
matching the fire alarm testing, extinguisher checks and emergency lighting checks programmes, eight sheltered 
accommodations/communal areas were identified where one or more of these checks was not being undertaken; (High) 

 For gas, electrical, fire safety and legionella a log of remedial actions (further actions/improvements required) is not maintained and testing at 
this visit has highlighted that the further actions/improvements required are not always followed up, an audit trail is not always maintained of 
actions taken if any and monitoring is not undertaken to ensure that the remedial actions identified have been actioned; (High) 

 Certificates/servicing records for the housing compliance safety checks undertaken are not maintained in a central location. For example, the 
electrical certificates may be retained by Repairs or by the Improvement Team within their project files. For a sample of 20, in six cases the 
electrical certificates were not provided to us and in 12 cases the electrical certificates for works carried out at the property were provided 
instead of the actual electrical testing certificates; (High) 

 An external contractor undertook the fire risk assessments in 2017. Currently there are no arrangements in place (a contract with a fire safety 
contractor is not in place for this service). The previous management action identified, in our February 2019 audit report, the need for full 
survey and risk assessments of the fire integrity of sheltered accommodation to be undertaken yet in this audit it has not been undertaken. 
Council policy requires fire risk assessments to be reviewed annually, however we noted that the fire risk assessments have not been 
subject to this annual review in 2020; (High) 
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Assignment  Actions agreed 

H M L 

 Senior Management and the Council are not provided with regular reports (and core KPI data) on the performance of housing compliance 
safety checks; (High) 

 An up to date Housing Asset Management Strategy is not in place. The last Asset Management Strategy was prepared and approved in 
2013 and covered the five year period between 2013 and 2018; (Medium) 

 Up to date housing compliance safety checks policies and procedures are not in place; (Medium) 

 Training/refresher training records for the Improvement Team was not maintained up to date at the time of the audit; fire awareness training 
was started by three members of staff in July 2019, February 2020 and July 2020 however this has not been completed; monitoring of 
training is not undertaken to ensure the training matrix/training records is maintained up to date; (Medium) 

 Fire safety testing identified that for a sample of five blocks: in 16 cases the fire alarm testing was undertaken between four and 14 days after 
the last test and in two cases the fire alarm servicing was undertaken at every three months instead of every six months. For fire alarm 
servicing, fire extinguisher servicing and emergency lighting testing the spreadsheets do not always include the date of the previous visit and 
test; (Medium) 

 For a sample of 20 properties, testing of solid fuel checks identified that in one case access to the property has not been gained since 2018 
and in two cases was not gained in 2019. For the two properties with oil fuel the contractor highlighted that the tanks were too close to the 
fence/house. An escalation process is not in place and it could not be established if any review/action was undertaken; (Medium) 

 Internal quality assurance audits are not undertaken on housing compliance safety checks/servicing to assure the works undertaken by the 
operatives/contractors; (Medium) 

 A review of the Asbestos Register identified 1,675 property records where the records are documented as active however no further details 
are recorded for the properties; and (Medium) 

 On completion of asbestos surveys, the contractor provides the Council with a PDF of the survey report, however the results of the survey 
are only uploaded to the Asbestos Register when the spreadsheet is received from the contractor every three months. For repairs, on testing 
information being provided to operatives and contractors it was noted that asbestos is not flagged on the housing system and as a result for 
each repairs job the staff are required to check manually for the most up to date asbestos information. (Medium) 

Full details of actions for management is included in the Action Plan in Appendix C, at the rear of this report. 
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Appendix A – Progress against the internal audit plan 2020/2021 
The current Covid-19 situation means that our clients and internal audit are working differently. We understand and recognise the organisations’ strategic / primary objectives, 
and that the developments around Covid-19 will continue to impact on all areas of the organisations’ risk profile. We will work closely with management to deliver an internal 
audit programme which remains flexible and agile to ensure it meets your needs in the current circumstances. In Appendix B we have highlighted changes to the internal audit 
plan which have been agreed with management. 

Assignment  Status  Target Governance and  Audit Committee  

Housing Compliance – Gas, Electrical, 
Legionella, Asbestos and Fire Safety 

Final Report Completed – presented at November meeting 
November 2020 

Follow Up 1 Final Report Completed – presented at November meeting November 2020 

General Data Protection Regulation 
(GDPR) – Post Implementation Review 

Final Report Completed – presented at November meeting 
November 2020 

Contracts and Procurement Draft Report Issued – to be presented at March meeting March 2021 

S106 Draft Report Issued –  to be presented at March meeting March 2021 

Business Continuity Planning Draft Report Issued –  to be presented at March meeting March 2021 

Repairs – Stock Control * Draft Report Issued – to be presented at March meeting March 2021 

Street Scene – Stock Control * Draft Report Issued – to be presented at March meeting March 2021 
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Assignment  Status  Target Governance and  Audit Committee  

Rent Collection and Arrears Fieldwork In Progress –  to be presented at March meeting March 2021 

IT * Fieldwork scheduled –  to take place week commencing 23 November March 2021 

Project Management Governance Fieldwork scheduled –  to take place week commencing 23 November March 2021 

Follow Up 2 Fieldwork scheduled –  to take place week commencing 23 November March 2021 

Consultants and Agency Workers Fieldwork scheduled –  to take place week commencing 11 January March 2021 

Housing Compliance Follow Up * Fieldwork scheduled –  to take place week commencing 25 January March 2021 

 

* these reviews relate to changes made to the internal audit plan – see details in Appendix B (below). 
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Appendix B – Other matters 

Impact of findings to date on 2020/21 Opinions 
The Governance and Audit Committee should note that the assurances given in our audit assignments are included within our Annual Report. In particular, the Committee 
should note that any negative assurance opinions will need to be noted in the annual report and may result in a qualified or negative annual opinion.  

To date we have issued three final reports, one of which was a ‘no assurance’ (negative) opinion.  This will not in isolation result in a qualification to our opinions. We will 
provide further updates as more reports are finalised throughout the year.  

Changes to the audit plan 
Detailed below are the proposed change to the audit plan: 

Note Auditable area Reason for change 

1 Financial Regulations 

Customer Services 

Disabled Facilities Grant 

Car Parks 

Learning and Development 

Council Tax 

The Internal Audit Plan was approved by the Governance and Audit Committee on 18 
March 2020; however since then we have seen the impact of Covid-19 pandemic which has 
resulted in changes to risks and priorities for the Council. Management have worked closely 
with RSM to review the internal audit plan and consider additional areas for review. At the 
request of management the areas listed in this note have been removed from the internal 
audit plan and replaced with those outlined below.  

2 Stock Control Following management concerns over the controls around stock, Internal Audit have been 
requested to undertake two reviews in this area to cover ‘Repairs’ and ‘Street Scene’ 
departments. 

3 Housing Compliance 
Follow Up 

The Housing Compliance review has resulted in ‘no assurance’ (red) and a follow up review 
has been included in the internal audit plan to provide assurance that the agreed actions 
have been implemented. This review will be undertaken in January 2021. 

Page 11 of 43



 
 

  

 

South Kesteven District Council : Progress Report | 12 
 

 

4 IT The plan had included a review of the Council’s IT infrastructure and the review has been 
changed due to the Covid-19 pandemic and will now focus on ‘Secure remote working and 
operational resilience’. 

 

Sector Briefings 

Since the last Governance and Audit Committee meeting, we have issued the following client briefings and we can provide electronic copies to members if required: 

 Covid-19 Fraud Risks; 
 Cyber security risk – Remote Working and New Challenges; and 
 Audit and Risk Committees – Navigating Covid-19. 

 

Other assurance activity 

Note Activity Overview of output 

1 Housing Benefit Grant Validation We are currently undertaking the housing benefit grant validation testing and will 
provide results to Management and the Council’s external auditors. 
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rsmuk.com 

The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a comprehensive statement of all the 
weaknesses that exist or all improvements that might be made. Actions for improvements should be assessed by you for their full impact.  This report, or our work, should not 
be taken as a substitute for management’s responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound system of 
internal controls rests with management and our work should not be relied upon to identify all strengths and weaknesses that may exist.  Neither should our work be relied 
upon to identify all circumstances of fraud and irregularity should there be any. 

Our report is prepared solely for the confidential use of South Kesteven District Council and solely for the purposes set out herein. This report should not therefore be 
regarded as suitable to be used or relied on by any other party wishing to acquire any rights from RSM Risk Assurance Services LLP for any purpose or in any context. Any 
third party which obtains access to this report or a copy and chooses to rely on it (or any part of it) will do so at its own risk. To the fullest extent permitted by law, RSM Risk 
Assurance Services LLP will accept no responsibility or liability in respect of this report to any other party and shall not be liable for any loss, damage or expense of 
whatsoever nature which is caused by any person’s reliance on representations in this report. 

This report is released to you on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted by agreed written terms), without 
our prior written consent. 

 

For more information contact 
Rob Barnett 
Robert.barnett@rsmuk.com 
Head of Internal Audit 
 
RSM Risk Assurance Services LLP 
Fifth Floor, Central Square, 29 Wellington Street, Leeds, LS1 4DL 
T: +44 113 285 5000 | DL: +44 7791237658 | W: www.rsmuk.com 
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Why we completed this audit 
With the use of secure portals for the transfer of information, and through electronic communication means, remote working has meant that we have been 
able to complete our audit and provide you with the assurance you require. It is these exceptional circumstances which mean that 100 per cent of our audit 
has been conducted remotely. Based on the information provided by the Council, we have been able to sample test the control framework. 

From 25 May 2018 the General Data Protection Regulations (GDPR) replaced the EU Directive 95/46/EC.  

Whilst many of the GDPR’s main concepts and principles remain largely the same as those in the former Data Protection Act 1998, there are significant new 
elements and enhancements which will require companies and organisations to perform some specific compliance activities for the first time. In particular, 
GDPR places greater emphasis on the documentation that data controllers must keep to demonstrate their accountability.  

As part of the approved internal audit periodic plan for 2020/21, we have undertaken an agreed upon procedures assignment of the current data governance 
processes, procedures and controls. Our report is a factual report and we do not provide a level of assurance, or internal audit opinion, and should not be 
taken to provide such.  

Key findings 
The key findings from this review are as follows: 

 

The Council has an Information Asset Register in place. However, it was noted that not all service areas/departments within the Council have yet been 
incorporated within the Register. Additionally, the current entries within the Register had not been fully completed, with many gaps in place, in 
particular for the lawful basis for processing data and data retention periods. 

 

Template documents have been created including standardised contract clauses and a standardised Data Sharing Agreement to be used which reflect 
GDPR requirements. The Council’s Information Asset Register documents if any personal data is shared with any third parties external to the Council. 
The Register also documents the type of data, which is being shared with third parties, where applicable. However, as not all service 
areas/departments which process personal data have yet been incorporated within the Register, it is therefore not possible to confirm that all third 
parties have been identified and documented appropriately. 

 

The Council’s Information Asset Register documents dedicated owners for data entries within the Register. However, it was noted that data owners 
had not been allocated for all entries within the Register, and some instances were noted where a service area/department had been documented as 
opposed to a specific staff member. Additionally, as the Register has not yet been fully populated, all personal data sources have not been allocated a 
dedicated data owner. 

 

EXECUTIVE SUMMARY- GENERAL DATA PROTECTION REGULATION 
(GDPR) POST IMPLEMENTATION REVIEW 
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The Council has an IT Security Policy in place which was last updated in 2018 and is accessible via the Council’s local intranet. Additionally, the 
Council has an Acceptable Use of IT Policy and Protocol for Protecting Personal Data Policy in place. Physical access to the Council buildings is 
restricted to card holders, with only current members of staff having key cards. General access to Council computers is via a username and password 
which are required to be at least seven characters long, including numbers, capitals and special characters. 

 

The Council has a Data Retention Schedule in place, however the Schedule was last reviewed and updated in February 2012. Furthermore, as the 
Council's Information Asset Register has not yet been fully populated, all personal data sources, storage locations and retention periods have not been 
documented. 

 

A Procedure for Undertaking Data Protection Impact Assessments (DPIA) is in place, which was last updated in July 2019, detailing what DPIAs are, 
what should be contained within the assessment and the template/checklist to be followed.    

 

A GDPR training course was deployed to staff members in October 2019 as part of the set refresher training schedule. At the time of audit, 374 out of 
381 staff members which had been allocated the refresher training had completed the course. A Councillor specific GDPR training session was also 
delivered via a PowerPoint by the Council in May 2019. Through review of training records, it was confirmed that only 34 of the 56 current Councillors 
attended the session. 

 

The Council has a Data Protection Policy in place which is located on the Council's Website. The Policy was last updated in June 2018 following the 
implementation of GDPR. However, at the time of audit it was noted that the Policy had surpassed its set annual review date.  

 

Job description documents were found to have been in place for the Director of Law and Governance/ DPO and Data Protection Support Officer. The 
job descriptions clearly set out the roles and responsibilities for both staff members. 

 

The Council has published a Privacy Notice on its website which has been updated following the implementation of GDPR. The Privacy Notice has a 
dedicated section (‘Your Rights’) for individuals’ rights prescribed under GDPR. Additionally, the Council’s Data Protection Policy has a dedicated 
section for data subject rights. The Council also has a dedicated Subject Access Request Procedure and Request Form in place which clearly sets out 
the Information Commissioner's Office (ICO) one calendar month prescribed deadline for the completion of requests. However, at the time of audit it 
was noted that the Council does not currently have procedures in place for the updating and deleting of personal data at a departmental level. 

 

The Council’s Information Asset Register contains a specific section for documenting the legal basis/consent in place in order for the Council to 
process the relevant data entry. However, at the time of the audit, the Council’s Information Asset Register had not been fully populated and therefore 
not all means of consent had been identified and documented. 

 

The Council has a Reporting Information Security Breaches, Data Protection Breaches and Card Data Security Incidents Procedure in place which 
was last reviewed in July 2018. The procedure includes the 72-hour requirement to report the breach to the ICO and the notifying of the data subjects 
affected by the breach. A Data Breach Reporting Form is also included as part of the procedure for staff to follow. The Council maintains a Data 
Breach Log to ensure any reported breaches are actioned and managed in line with procedural requirements. 
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DETAILED FINDINGS  
The table below details the outcomes of all internal audit testing undertaken: 

Area: Business Processes and Data Discovery 

Findings / 
Implications 

There is currently no spreadsheet for the electrical safety check programme.   
For the gas safety check programme managed by the gas contractor the gas programme is maintained on the Project Sheet Gas 
Servicing spreadsheet and includes the last safety check and the next safety check date.   
For solid fuel, fire safety checks and legionella, the housing compliance safety checks/servicing programmes are maintained as project 
sheets (as used in Improvements for major works) and as a result key information such as the last safety check, next safety checks and 
any notes relating to remedial actions or access is not recorded on these spreadsheets.  
The Council's oil fuelled properties are not recorded on a spreadsheet as there are only two properties and these are serviced by the gas 
contractor. Where key information such as the last safety check and next safety check is not recorded on spreadsheets containing the 
housing compliance safety checks/testing programmes, there is a risk that the housing compliance checks may not be managed 
effectively resulting in compliance checks not being undertaken within the required timescales. 

Management 
Action 1 

The Information Asset Register will be updated and reviewed to 
ensure a complete and comprehensive record is maintained of all 
data held by the Council.   

Once completed, a process will be implemented to ensure that 
this central record resulting from the data audit is accurate and 
remains up to date to ensure that the Council continues to hold a 
comprehensive, accurate and up to date record of all the personal 
data held. This should be undertaken via regular data audits to 
capture any changes. 

Responsible Owner: 
Data Protection Officer  

Date: 
31 March 2021 

 

 

Area: Third Parties 

Findings / 
Implications 

Template documents have been created, including standardised contract clauses and a standardised Data Sharing Agreement to be 
used which reflect GDPR requirements.  

The Council has ad-hoc Data Sharing Agreements in place with key third parties that they work with regularly such as Lincolnshire 
County Council and Lincolnshire Police. 

The Council’s Information Asset Register documents if any personal data is shared with any third parties external to the Council. The 
Register also documents the type of data, which is being shared with third parties, where applicable.  
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However, as all service areas/departments which process personal data have not yet been captured within the Register, it is not possible 
to confirm that all third parties have been identified and documented.  

Additionally, it is recommended that where a Data Sharing Agreement is in place between the Council and a third party, that this is 
documented within the Information Asset Register for completeness.  

Examples of potential non-compliance include:  

• The inability to notify third parties of any inaccuracies in data shared with them, due to lack of awareness of the information sharing 
arrangements in question; and  

• Non-compliance with the GDPR accountability principle by demonstrating that the organisation has effective policies and procedures in 
place for the management of personal data.

Management 
Action 2 

The Council will ensure that it produces a comprehensive, 
accurate and up to date record of all the personal data it holds 
and whether arrangements are in place for it to be shared with a 
third party.   

The Council will review all third parties identified and ensure that 
there is a corresponding Data Sharing Agreement in place where 
required. 

Responsible Owner: 
Data Protection Officer  

Date: 
31 March 2021 

 

 

Area: Data Ownership 

Findings / 
Implications 

The Council’s Information Asset Register documents dedicated owners for data entries within the Register.  

However, it was noted that data owners had not been allocated for all entries within the Register and some instances where a service 
area/department had been documented as opposed to a specific staff member. 

Additionally, as the Register has not yet been fully populated, all personal data sources have not been allocated a dedicated data owner. 

It is important that data owners are assigned to clearly outline responsibility for managing each data set and facilitate data management 
accountability, otherwise there is a risk of non-compliance with the accountability principle. 

Management 
Action 3 

Once the Information Asset Register has been fully completed, a 
dedicated staff member will be allocated to each data source as a 
responsible data owner. 

Responsible Owner: 
Data Protection Officer  

Date: 
31 March 2021 
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Area: Data Security System Level Controls 

Findings / 
Implications 

The Council has an IT Security Policy in place which was last updated in 2018 and is easily accessible via the Council’s local intranet. 
The Policy includes the following key information: 

• IT Security Organisation; 

• Asset Classification and Control; 

• Employee Responsibilities for IT Security; 

• Physical and Environmental Security; 

• Computer and Network Management; 

• System Access Controls; and 

• System Development and Maintenance. 

Additionally, the Council has an Acceptable Use of IT Policy and Protocol for Protecting Personal Data Policy. 

Physical access to the Council buildings is restricted to card holders, with only current members of staff having key cards.      

General access to computers is via a username and password in line with Microsoft password policy recommendations, which are 
required to be seven characters long including numbers, capitals and special characters. 

Data is currently held on servers which are physically accessed via a swipe-card with only authorised personnel having access. 

Firewalls and anti-virus software is in place across all systems which is provided by McAfee. These are maintained and up to date via 
regular updates and patching.  

Data backups are completed in line with a set backup schedule.  

System access controls are also in place to prevent staff members from copying unauthorised data to external media. Any external media 
devices such as USB drives, must be encrypted by the Council’s IT Department prior to be recognisable and functional on Council 
systems.    

Management 
Action  

No Action Required Responsible Owner: 
-  

Date: 
- 

 

  

Page 18 of 43



 

    
 

Area: Data Storage and Retention 

Findings / 
Implications 

The Council has a Data Retention Schedule in place which was last reviewed in February 2012.  

The Schedule incorporates the following 11 departments across the Council: 

• Democratic Processes; 
• Management and Administration; 
• Housing Landlord Services; 
• Legal and Contracts; 
• Statutory Services; 
• Human Resources; 
• Financial Management; 
• Property and Land Management; 
• General Public Services; 
• Planning and Land Use; and 
• Infrastructure and Transport. 
An additional Data Retention Schedule is also in place for Environmental Health services.  

For each department, the following information has been recorded within the Schedule: 

• Description of Record;  
• Example of Record;  
• Retention Location;   
• Total Retention Period; and 
• Reason for Retention and Notes. 
The Data Protection Support Officer confirmed that the Schedule is currently being reviewed and updated to ensure that it is reflective of 
current working practices and covers all personal data storage sources across the Council.  

Additionally, as the Council's Information Asset Register has not yet been fully populated, all personal data sources, storage locations 
and retention periods have not been documented.  

Individual service areas/departments are responsible for the retention, archiving and deletion of data in line with the Council's Schedule. 
The Council is currently in the process of migrating to the Office 365 SharePoint and OneDrive System, through which retention 
timeframes will be automatically actioned going forward.  

Where retention periods are not documented or documented with incorrect retention periods, data may be kept for longer than necessary 
and therefore will be non-compliant with GDPR. 
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Management 
Action 4 

The Data Retention Schedule will be updated, setting out 
standard retention periods for specific categories of data, based 
on purpose and business need. Data should then be deleted on a 
cyclical basis in line with retention requirements. 

The Council will ensure that it produces a comprehensive, 
accurate and up to date record of all data storage and retention 
locations, including back-ups. 

Responsible Owner: 
Data Protection Officer  

Date: 
31 March 2021 

 

 

Area: Data Storage and Retention 

Findings / 
Implications 

A Privacy Impact Assessment (PIA) is a process which helps the Council to identify and reduce the privacy risks of a project i.e. to ensure 
that the project considers 'privacy by design'.  

An effective PIA should be used throughout the development and implementation of a project, using existing project management 
processes. A PIA enables the Council to systematically and thoroughly analyse how a particular project or system will affect the privacy of 
the individuals involved.  

A Procedure for Undertaking Data Protection Impact Assessments (DPIA) has been created in July 2019 detailing what DPIAs are, what 
should be contained with the assessment and the template/checklist to be followed.    

The Data Protection Support Officer confirmed that a DPIA is considered and carried out if required for all new systems and projects 
implemented across the Council. 

Management 
Action  

No Action Required Responsible Owner: 
-  

Date: 
- 

 

 

Area: Awareness 

Findings / 
Implications 

An online GDPR training course has been delivered to staff members within the Council via the Engage in Learning Platform. The training 
course includes the following key aspects: 

• The key terms such as sensitive and personal data as well as data subject, data controller etc; 

• The Regulation’s purpose; 

• What personal and/or sensitive data employees handle; 

• The principles of the GDPR in short form e.g. specified and lawful purposes; 
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• The principles to corporate guidelines and best practice; 

• The principles to their work or know when to ask for clarification; and 

• The consequences of non-compliance. 

The training course was deployed to all staff members within the Council with access to a PC or laptop in 2018. Additionally, the training 
course was re-deployed last year in October 2019 as part of the set refresher training schedule. At the time of audit, 374 out of 381 staff 
members which had been allocated the refresher training had completed the course. 

The Data Protection Support Officer confirmed that an in-house GDPR training course will be delivered to the outstanding six staff 
members, as the online training course has now been retired by the Council. 

For staff members who do not have direct access to a PC as part of their role/duties i.e. Art Centre Staff and Street Scene Staff etc, the 
training was delivered via PowerPoint and is delivered to new starters as part of their induction process. 

A Councillor specific GDPR training session was also delivered via a PowerPoint by the Council in May 2019. The aim of the training 
course was to ensure that Members are aware of their roles and responsibilities under the legislation.  

Through review of training records, it was confirmed that 34 of the 56 current Councillors attended the session. Through discussion with 
the Data Protection Support Officer it was confirmed that GDPR training is to be incorporated within the annual training programme for 
Members going forward.  

If staff members and Councillors within the Council have not completed allocated GDPR training, there is an enhanced risk of non-
compliance with GDPR due to individuals not being unaware of the legislative requirements. 

Management 
Action 5 

GDPR training will be delivered to all staff members who have not 
completed the allocated online training course.  
Additionally, GDPR training will also be delivered to all Councillors 
who did not attend the previous training session in May 2019. 

Responsible Owner: 
Data Protection Officer 

Date: 
31 March 2021 

 

 

Area: Data Policy, Roles and Responsibilities 

Findings / 
Implications 

The Council has a Data Protection Policy in place which is located on the Council's Website. The Policy was last updated in June 2018 
following the implementation of GDPR. 

The Policy contains the following key sections in relation to data protection: 

• Data Protection Principles; 

• General Requirements; 

• Information Sharing; 
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• Privacy Impact Assessments; 

• Data Subject Rights; 

• Data Retention; 

• Transfer to other Countries; 

• Training; 

• Information Commissioner Enforcement; 

• Contact, Information and Guidance; and 

• Non-Compliance. 

However, at the time of audit it was noted that the Policy had surpassed its set annual review date.  

If the Council’s Data Protection Policy is not subject to regular review and maintained up to date, there is a risk that the Policy may not be 
reflective of current working practices across the Council. 

Management 
Action 6 

The Council will review and update the Data Protection Policy to 
ensure it is reflective of current working practices. 

Responsible Owner: 
Data Protection Officer 

Date: 
31 March 2021 

 

 

Area: Data Policy, Roles and Responsibilities 

Findings / 
Implications 

Job description documents were found to have been in place for the Director of Law and Governance/DPO and Data Protection Support 
Officer. 

The job descriptions clearly set out the roles and responsibilities for both staff members.  

The job description for the Director of Law and Governance/DPO stated the following: 'To oversee the Council’s responsibilities in relation 
to data management; including GDPR and Freedom of Information'. 

Management 
Action  

No Action Required Responsible Owner: 
-  

Date: 
- 
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Area: Individuals’ Rights 

Findings / 
Implications 

The Council has a Privacy Notice in place which has been documented on the Council’s Website. The Privacy Notice has a dedicated 
section (‘Your Rights’) for individuals' rights which states the following: 

• You have a number of rights which relate to your personal data. 
• You are entitled to request access to any personal data we hold about you, and to ask for a copy of it. 
• You also have the right to request we correct any inaccurate data held should this be identified to us. 
• You can also request that we erase your personal data, or that we stop processing all or some of it. This is not always possible, and 
any request would be considered individually. 
• We are obliged to consider and respond to any such request within one calendar month. 
Additionally, the following data subject rights are also documented and explained within the Council’s Data Protection Policy: 

• Right to Access; 
• Right to Correct Incorrect Information (Rectification); 
• Right to Erasure; 
• Right to Restriction of Processing of Personal Data in Certain Circumstances; 
• Right to Data Portability; 
• Right to Object; and 
• Rights Related to Automated Decision Making and Profiling. 
The Council has a Subject Access Request Procedure and Request Form in place which clearly sets out the ICO’s one calendar month 
prescribed deadline for the completion of requests. 

However, at the time of audit it was noted that the Council does not currently have procedures in place for the updating and deleting of 
personal data at a departmental level.  

Without such procedures in place, there is a risk that individual’s exercising their rights under GDPR will not be appropriately actioned. 

Management 
Action 7 

The Council will ensure that procedural guidance is in place for 
the actioning of all individuals' rights documented within GDPR. 

Responsible Owner: 
Data Protection Officer 

Date: 
31 March 2021 

 

 

Area: Consent 

Findings / 
Implications 

The Council’s Information Asset Register contains a dedicated section for documenting the legal basis/consent in place in order for the 
Council to process the relevant data entry.  

However, at the time of the audit, the Council’s Information Asset Register had not been fully populated and therefore not all means of 
consent had been identified and documented. Once all consent methods have been identified, these can be reviewed and updated to 
ensure GDPR compliance.    
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Procedure notes are in place for the Council’s Art Centres to ensure explicit consent is obtained from customers in relation to them 
receiving marketing information etc.  

Additionally, a Privacy Notice is in place on both Art Centre websites which has been updated to reflect GDPR changes and documents 
information collection and legal basis for communication. 

Without undertaking a review and updating consent processes in relation to personal data processing, there is an increased risk of a 
breach of the new GDPR rules regarding consent, with associated increased risks of litigation and loss of reputation. 

Management 
Action 8 

Processes for seeking, obtaining and recording consent to 
handling individuals’ personal data will be identified. Once all 
methods are identified, they will be reviewed and updated in 
accordance with the requirements of the GDPR.    

The requirements for consent processes under the new Act 
include:  

• Explicit consent must be given for data collection, data usage 
and marketing; and 
• Consent must be verifiable /subject to an appropriate audit trail. 
The Council will ensure they maintain evidence of positive 
indication of agreement for personal data being processed i.e. this 
must not be inferred from silence, pre-ticked boxes or inactivity. 

Responsible Owner: 
Data Protection Officer 

Date: 
31 March 2021 

 

 

Area: Data Breaches 

Findings / 
Implications 

The Council has a Reporting Information Security Breaches, Data Protection Breaches and Card Data Security Incidents Procedure in 
place which was last reviewed in July 2018. 

The Procedure details the steps to be followed if and when a data breach occurs. The procedure includes the 72-hour requirement to 
report the breach to the ICO and the notifying of the data subjects affected by the breach. A Data Breach Reporting Form is also 
included as part of the procedure for staff to follow.    

The Council maintains a Data Breach Log to ensure any reported breaches are actioned and managed in line with procedural 
requirements.  

Management 
Action  

No Action Required Responsible Owner: 
-  

Date: 
- 
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Why we completed this audit 
With the use of secure portals for the transfer of information, and through 
electronic communication means, remote working has meant that we have 
been able to complete our audit and provide you with the assurance you 
require. It is these exceptional circumstances which mean that 100 per cent of 
our audit has been conducted remotely. Based on the information provided by 
you, we have been able to sample test.  

A review of Housing Compliance - Gas, Electrical, Legionella, Asbestos and 
Fire Safety was undertaken at South Kesteven District Council as part of the 
approved internal audit periodic plan for 2020/21. 

In 2019 the Council’s Housing Development and Improvement department 
and the Repairs department were combined to form the Improvement and 
Repairs Team. This team was led by the Head of Improvement and Repairs. 
This position is currently vacant. The Housing directorate is currently led by 
the Interim Assistant Director – Housing.  

The Council’s housing compliance safety checks are managed by the 
Improvement and Repairs Team. The Improvements Team is led by the 
Improvements Manager and the Repairs Team is led by the Repairs Manager.  

Fire safety, legionella, asbestos and gas safety are managed by the 
Improvement Team and the checks/servicing is undertaken by Council 
appointed contractors. The electrical safety checks are the responsibility of the 
Repairs Team.   

A stock condition database and the asbestos register are maintained on a 
bespoke system. The gas, solid fuel, oil fuelled, legionella, electrical and fire 
safety checks/servicing programmes are managed and maintained on excel 
spreadsheets. 

 

 

Conclusion  
This review has confirmed that the Council does not have adequate controls 
for housing compliance - gas, electrical, legionella, asbestos and fire safety in 
place. We identified gaps in the control framework and weaknesses in 
adherence to the controls for managing housing compliance safety checks 
and have agreed seven ‘high’, eight ‘medium’ and one ‘low’ priority 
management actions. Further details are provided in Section 2 of this report.   

Internal audit opinion: 

Taking account of the issues 
identified, the Council cannot 
take assurance that the 
controls upon which the Council 
relies to manage this risk are 
suitably designed, consistently 
applied or effective. Action 
needs to be taken to ensure 
risks relating to housing 
compliance safety checks are 
effectively managed.  

 

 

EXECUTIVE SUMMARY – HOUSING COMPLIANCE 
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Key findings 
We confirmed that the following controls are operating effectively in practice: 

 

The supply and provision of high visibility jackets for Fire Wardens are the responsibility of Corporate Operations to co-ordinate centrally.  Personal 
protective equipment stocks are not maintained and are ordered on an individual basis;  

 

The objective of the Housing Asset Management Strategy is to guide the future shape and direction of the Council’s housing assets to ensure they 
meet corporate objectives and customer expectations and sets out the frequency of housing compliance safety checks; 

 

Right to Buy applications and all relevant works carried out on void properties are notified to the Stock Database Officer to update the stock condition 
database. The Stock Database Officer then notifies all the relevant staff in the Improvement and Repairs Team; and  

 

The gas programme is managed by the gas contractor although the gas safety programme is maintained by the Council on a spreadsheet and 
includes the last safety check and the next safety check due date. 

We identified the following findings where management actions were agreed: 

 

For solid fuel, fire safety and legionella, the programme is held on a spreadsheet. The spreadsheets do not include key information like the last safety 
check, next safety checks and any notes relating to remedial actions or access to the property; (High) 

 

For electrical testing, it was noted a testing programme for 2020 has not been implemented. The housing management system and the stock 
condition database is not reconciled to the housing compliance safety checks/servicing programmes to ensure that every property is accounted for; 
(High) 

 

For sheltered accommodation/communal areas, fire alarm testing, extinguisher checks and emergency lighting checks are undertaken. On matching 
the fire alarm testing, extinguisher checks and emergency lighting checks programmes, eight sheltered accommodations/communal areas were 
identified where one or more of these checks was not being undertaken; (High) 

 

For gas, electrical, fire safety and legionella a log of remedial actions (further actions/improvements required) is not maintained and testing at this visit 
has highlighted that the further actions/improvements required are not always followed up, an audit trail is not always maintained of actions taken if 
any and monitoring is not undertaken to ensure that the remedial actions identified have been actioned; (High) 

 

Certificates/servicing records for the housing compliance safety checks undertaken are not maintained in a central location. For example, the electrical 
certificates may be retained by Repairs or by the Improvement Team within their project files. For a sample of 20, in six cases the electrical certificates 
were not provided to us and in 12 cases the electrical certificates for works carried out at the property were provided instead of the actual electrical 
testing certificates; (High) 
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An external contractor undertook the fire risk assessments in 2017. Currently there are no arrangements in place (a contract with a fire safety 
contractor is not in place for this service). The previous management action identified, in our February 2019 audit report, the need for full survey and 
risk assessments of the fire integrity of sheltered accommodation to be undertaken yet in this audit it has not been undertaken. Council policy requires 
fire risk assessments to be reviewed annually, however we noted that the fire risk assessments have not been subject to this annual review in 2020; 
(High) 

 

Senior Management and the Council are not provided with regular reports (and core KPI data) on the performance of housing compliance safety 
checks; (High) 

 

An up to date Housing Asset Management Strategy is not in place. The last Asset Management Strategy was prepared and approved in 2013 and 
covered the five year period between 2013 and 2018; (Medium) 

 

Up to date housing compliance safety checks policies and procedures are not in place; (Medium) 

 

Training/refresher training records for the Improvement Team was not maintained up to date at the time of the audit; fire awareness training was 
started by three members of staff in July 2019, February 2020 and July 2020 however this has not been completed; monitoring of training is not 
undertaken to ensure the training matrix/training records is maintained up to date; (Medium) 

 

Fire safety testing identified that for a sample of five blocks: in 16 cases the fire alarm testing was undertaken between four and 14 days after the last 
test and in two cases the fire alarm servicing was undertaken at every three months instead of every six months. For fire alarm servicing, fire 
extinguisher servicing and emergency lighting testing the spreadsheets do not always include the date of the previous visit and test; (Medium) 

 

For a sample of 20 properties, testing of solid fuel checks identified that in one case access to the property has not been gained since 2018 and in two 
cases was not gained in 2019. For the two properties with oil fuel the contractor highlighted that the tanks were too close to the fence/house. An 
escalation process is not in place and it could not be established if any review/action was undertaken; (Medium) 

 

Internal quality assurance audits are not undertaken on housing compliance safety checks/servicing to assure the works undertaken by the 
operatives/contractors; (Medium) 

 

A review of the Asbestos Register identified 1,675 property records where the records are documented as active however no further details are 
recorded for the properties; (Medium) 
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On completion of asbestos surveys, the contractor provides the Council with a PDF of the survey report, however the results of the survey are only 
uploaded to the Asbestos Register when the spreadsheet is received from the contractor every three months. For repairs, on testing information being 
provided to operatives and contractors it was noted that asbestos is not flagged on the housing system and as a result for each repairs job the staff are 
required to check manually for the most up to date asbestos information; (Medium) and  

 

The Council’s web page does not include information on safety in the home regarding legionnaires disease, preventing mould, damp and 
condensation, annual gas/other fuel servicing, and asbestos. (Low) 
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DETAILED FINDINGS AND ACTIONS 
 

This report has been prepared by exception. We have therefore only included in this section those areas of weakness in control or examples of lapses in 
control identified from our testing and not the outcome of all internal audit testing undertaken. 

Objective: A compliance audit to confirm policies and procedures are being consistently, effectively and efficiently applied: ensuring that all 
statutory responsibilities are met. 

Control 
 

The last safety check and next safety check date are clearly identified within the property system or similar 
for each property and can be used to identify those properties requiring checks. 

Assessment: 

Design 
Compliance 

 

 
× 

Findings / 
Implications 

There is currently no spreadsheet for the electrical safety check programme.   
For the gas safety check programme managed by the gas contractor the gas programme is maintained on the Project Sheet Gas 
Servicing spreadsheet and includes the last safety check and the next safety check date.   
For solid fuel, fire safety checks and legionella, the housing compliance safety checks/servicing programmes are maintained as project 
sheets (as used in Improvements for major works) and as a result key information such as the last safety check, next safety checks and 
any notes relating to remedial actions or access is not recorded on these spreadsheets.  
The Council's oil fuelled properties are not recorded on a spreadsheet as there are only two properties and these are serviced by the gas 
contractor. Where key information such as the last safety check and next safety check is not recorded on spreadsheets containing the 
housing compliance safety checks/testing programmes, there is a risk that the housing compliance checks may not be managed 
effectively resulting in compliance checks not being undertaken within the required timescales. 

Management 
Action 1 

a) The last safety check and next safety check date will be 
recorded on the housing compliance programmes maintained on 
spreadsheets.  

b) The Council will investigate implementing a software system to 
maintain and manage the housing compliance safety 
checks/servicing programmes. 

Responsible Owner: 
a) Housing Head of Technical Services 
b) Interim Assistant Director of Housing 
 

Date: 
a) 31 
December 
2020 
b) 31 October 
2020 

Priority: 
High 
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Objective: A compliance audit to confirm policies and procedures are being consistently, effectively and efficiently applied: ensuring that all 
statutory responsibilities are met. 

Control 
 

Missing Control  

The gas (including solid fuel and oil fuelled), legionella, asbestos, electrical and fire safety programmes/ 
records are reconciled to the housing management system to ensure that every property is accounted for. 

Assessment: 

Design 
Compliance 

 

× 
- 

Findings / 
Implications 

The gas, solid fuel, oil fuelled, legionella, electrical and fire safety programmes are managed and maintained on excel spreadsheets.  
For electrical testing, it was noted that currently a programme is not in place.  
A stock reconciliation was carried out of the stock condition database and the housing system in July 2020.  
It was noted that the safety programmes are not reconciled to the housing management system and the stock condition database to 
ensure that every property is account for on the safety programme.  
For a sample of 20 properties where solid fuel is in use, testing identified that in five cases solid fuel was no longer in use at the properties 
however the properties were still on the solid fuel programme spreadsheet.  
There is a risk that for properties where there have been changes for example new properties, change of heating systems, new gas 
installations etc may not be identified and servicing/safety checks may not take place. 

Management 
Action 2 

a) An electrical testing programme will be implemented 

b) The Council will agree a frequency at which the programmes 
will be reconciled.    

c) The gas, solid fuel, oil fuelled, legionella, asbestos, electrical 
and fire safety programmes/records will then be reconciled to the 
housing management system and stock condition database at the 
agreed frequency.  
Management Comment: Note new compliance system to be 
acquired and commissioned by December 2020. 

Responsible Owner: 
a) Housing Head of Technical Services 
b) Housing Head of Technical Services 
c) Interim Assistant Director of Housing 

Date: 
a) 31 January 
2021 
b) 31 January 
2021 
c) 31 
December 
2020 

Priority: 
High 
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Objective: A compliance audit to confirm policies and procedures are being consistently, effectively and efficiently applied: ensuring that all 
statutory responsibilities are met. 

Control 
 

For sheltered accommodation and communal area fire safety checks, fire alarm servicing, fire extinguisher to 
blocks and emergency lighting checks are undertaken. 

Assessment: 

Design 
Compliance 

 

 
× 

Findings / 
Implications 

The fire safety check programme/records are maintained on three spreadsheets - fire alarm servicing, fire extinguisher to blocks and 
emergency lighting.  

The three spreadsheets were matched to ensure that all the fire safety fire alarm servicing, fire extinguisher to blocks and emergency 
lighting checks are being undertaken at all blocks and/or communal areas.   

Eight records were identified where one or more of the checks (alarm servicing, fire extinguisher checks and/or emergency lighting) was 
not being undertaken at the property.   

There is a risk that where regular reconciliations are not undertaken properties/communal areas that require checks and servicing may be 
missed resulting in an increased risk of fire. 

Management 
Action 3 

For the eight cases identified a review will be undertaken to 
identify the checks to be undertaken and they will be undertaken 
accordingly.  

Management Comment: Note these issues to be resolved by 
commissioning of new housing compliance software system - 
operational subject to procurement by December 2020. 

Responsible Owner: 
Housing Head of Technical Services 

Date: 
31 December 
2020 

Priority: 
High 

 

Objective: A compliance audit to confirm policies and procedures are being consistently, effectively and efficiently applied: ensuring that all 
statutory responsibilities are met. 

Control 
 

Actions identified from safety inspections and risk assessments are adequately and accurately recorded and 
followed up to ensure completion. 

Assessment: 

Design 
Compliance 

 

 
× 

Findings / 
Implications 

Testing of housing compliance safety checks/servicing for gas, solid fuel, oil fired, electrical, and fire safety identified that any remedial 
actions/improvements identified:  
- A log of remedial actions/improvements is not maintained.  
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- Are not always followed up.  
- Where followed up an audit trial was not always traceable/maintained of actions taken to resolve the action/improvement.  
- The remedial actions/improvements are not monitored to ensure that they have been actioned and on a timely basis.  
Fire Safety:  
For the sample of five blocks we were not able to establish if the remedial actions identified/highlighted on the fire risk assessment had 
been acted upon/resolved.   
There is an increased fire risk where remedial actions identified are not resolved and on a timely basis.  
For one of the sample of five blocks a number of fails were identified on testing the emergency lighting at the December 2019 visit. No 
evidence was provided to us to confirm the progress made with resolving the failure issues identified and if a retest was undertaken.  
There is a risk that the emergency lighting may fail in an event of an emergency.  
Electrical:  
For a sample of eight sheltered accommodation properties/blocks, testing identified that in two cases no information was provided to 
confirm that the improvements advised by the operative/contractor had been actioned.   
For a sample of 20 tenanted properties no information was provided to confirm if the actions identified in six cases had been actioned.  
Gas:  
For a sample of 20 properties with gas testing identified that in one case no evidence was provided to confirm the progress made with the 
remedial works highlighted.  
Solid Fuel:  
For a sample of 20 properties with Solid Fuel heating testing identified that in one case the fire at the property was condemned as the liner 
diameter was too small for an open fire. No evidence was provided to confirm the progress made with this and whether remedial work had 
been completed.    
There is a Health and Safety risk where remedial actions/improvements are not actioned. 

Management 
Action 4 

a) A log of remedial actions identified for housing compliance 
safety checks/servicing on gas, solid fuel, oil fired, electrical and 
fire safety will be maintained documenting the remedial actions, 
the target date for resolving the actions and the date the actions 
were resolved.  

b) This log will be subject to regular monitoring to ensure that the 
remedial actions are resolved and on a timely basis.  

Responsible Owner: 
Interim Assistant Director of Housing 

Date: 
31 December 
2020 

Priority: 
High 
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Objective: A compliance audit to confirm policies and procedures are being consistently, effectively and efficiently applied: ensuring that all 
statutory responsibilities are met. 

Control 
 

Where required certificates or similar are held centrally for the gas (including solid fuel and oil fuelled), 
asbestos, legionella, electrical testing and fire safety checks completed for every property which include the 
date inspected, outcome and actions due. 

Assessment: 

Design 
Compliance 

 

 
× 

Findings / 
Implications 

Sample testing of gas (20), oil fuelled (2), solid fuel (20), electrical safety (tenanted 20 and 5 blocks), fire safety (5 blocks) and legionella 
records (5 blocks) identified that currently the certificates/servicing records for gas (including solid fuel and oil fuelled), legionella, electrical 
testing and fire safety checks are not maintained in a central place resulting in the document not being readily available to staff. For 
example, currently the electrical certificates may be retained by the Repairs Team or by the Improvement Team within their project files. 
For the electrical testing, of the sample of 20:  
- Certificates for electrical testing was provided for two of the sample.  
- For six of the sample the certificates were not provided.  
- For the remaining 12 the certificates provided were for electrical works undertaken at the property instead of the electrical testing 
certificates.   
There is a risk that the Council may be unable to evidence that the housing compliance safety checks had been carried out and also the 
information is not readily available to the staff. 

Management 
Action 5 

Certificates/servicing records for gas (including solid fuel and oil 
fuelled), legionella, electrical testing and fire safety will be 
maintained on a central location on the server and will be made 
available to all the appropriate staff.   

Responsible Owner: 
Repairs Manager and Housing Head of 
Technical Services 

Date: 
31 December 
2020 

Priority: 
High 

 

Objective: A compliance audit to confirm policies and procedures are being consistently, effectively and efficiently applied: ensuring that all 
statutory responsibilities are met. 

Control 
 

Risk assessments (fire and asbestos) are carried out, are maintained up to date and are made available to 
all interested parties.  

 

Assessment: 

Design 
Compliance 

 

 
× 
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Findings / 
Implications 

An external contractor undertook the fire risk assessment for the Council in 2017.  

For a sample of five fire risk assessments, testing confirmed that the validity of the risk assessment was stated on the document as one 
year from the date of the risk assessment, for example 14 February 2017 to 14 February 2018.  

The Council’s fire safety procedure states the Council will “ensure that fire risk assessments are reviewed annually and that new baseline 
assessments are provided within agreed interval periods”. 

Subsequent to the audit, two examples of the annual fire risk assessments were provided however it was noted that were dated May and 
June 2019.  

The Improvements Manager advised that they are planning to carry out new fire risk assessments in the new year therefore no reviews 
were required this year. This is not consistent with the Council’s fire safety procedures which states the Council will “ensure that fire risk 
assessments are reviewed annually”.   

There may also be an increased risk of fires occurring where risk assessments are not reviewed annually as required. 

Our audit report on Fire Safety dated 11 February 2019 included findings regarding fire risk assessments and stated in the report that:  

“A full survey and risk assessment of the fire integrity of sheltered accommodation and flats is being commissioned to provide reassurance 
that a Stay Put policy is achievable and the most suitable option. As such, the 2018 FRAs have not yet been undertaken.   

Until the intrusive survey has been completed and the results assessed there is a risk that the existing Stay Put policy is not the most 
suitable course of action for residents to take at properties where it is currently implemented. This could lead to residents sustaining 
injuries if they follow a policy which may not be the most suitable for their property.” 

The management action agreed at the time was:  

“The Council is already working to identify a contractor to undertake the intrusive property surveys. A suitable contractor will be sourced as 
soon as possible to enable the surveys to commence. The Stay Put policy will be amended for each property based on the findings of the 
survey.”  

During this audit it was confirmed that no progress has been made with this. There is no current contract/arrangements in place for fire 
risk assessments.  

There is a risk of non-compliance to fire safety where the Council does not have a qualified member of staff, or a fire safety contractor is 
not engaged, to provide advice and guidance on fire safety and to undertake the fire risk assessments. 
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Management 
Action 6 

a) The Council will implement a contract for fire safety. 

b) A full survey and risk assessment of the fire integrity of 
sheltered accommodation and flats will be arranged.  

c) Going forward the fire risk assessments will be subject to 
annual review.   

Responsible Owner: 
a) Repairs Manager and Housing Head 
of Technical Services 
b) Repairs Manager and Housing Head 
of Technical Services 
c) Housing Head of Technical Services 

Date: 
a) 31 January 
2021 
b) 31 October 
2020 
c) 31 
December 
2020 

Priority: 
High 

 

Objective: A compliance audit to confirm policies and procedures are being consistently, effectively and efficiently applied: ensuring that all 
statutory responsibilities are met. 

Control 
 

Missing Control  

Senior Management and the Council are regularly and accurately briefed on the Council’s compliance with 
health and safety regulation. 

Assessment: 

Design 
Compliance 

 

× 
- 

Findings / 
Implications 

Performance on Housing Compliance - gas, electrical, legionella, asbestos and fire safety are reviewed and monitored by management.  

It was also noted that Senior Management and the Council are not provided with regular reports on the performance of housing 
compliance safety checks. 

There is a risk that management, Senior Management and Council are not informed on the Council’s performance in relation to housing 
compliance in respect of gas, electrical, legionella, asbestos and fire safety checks. 

Management 
Action 7 

a) A suite of performance information for housing compliance - 
gas, electrical, legionella, asbestos and fire safety will be agreed 
by Council. 
b) Performance management reports will be produced and 
reviewed each month by the Repairs Manager, Improvements 
Manager and the Assistant Director Housing for gas, electrical, 
fire safety, legionella and asbestos    
c) As a minimum the Council will be provided with performance 
and KPI data on housing compliance: gas, electrical, fire safety, 
legionella and asbestos every quarter.   

Responsible Owner: 
a) Improvements Manager, Repairs 
Manager and Housing Head of 
Technical Services 
b) Housing Head of Technical Services 
c) Housing Head of Technical Services 

Date: 
31 December 
2020 

Priority: 
High 
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Objective: A compliance audit to confirm policies and procedures are being consistently, effectively and efficiently applied: ensuring that all 
statutory responsibilities are met. 

Control 
 

There is an Asset Management Strategy in place outlining the requirements and expectations of the Council. 

 

Assessment: 

Design 
Compliance 

 

 
× 

Findings / 
Implications 

A Housing Asset Management Strategy 2013 -2018 is still currently in place.  

A review of the Strategy established that the document sets out the requirements for gas safety checks (including solid fuel and oil 
fuelled), asbestos, legionella, electrical testing and fire safety.   

The Strategy covers the period 2013 to 2018 and states that “the Housing Asset Management Strategy will need to be formally reviewed 
on an annual basis in consultation with tenants and leaseholders”. It could not be confirmed that the strategy was subject to this annual 
review.  

There is a risk that up to date guidance is not in place for the management of the Council’s housing assets. 

Management 
Action 8 

a) An up to date Housing Asset Management Strategy will be 
Implemented. 

b) The frequency of the review of the Housing Asset Management 
Strategy will be agreed and reviewed accordingly including the 
addition of version control.  

c) Once a full review of the Asset Management Strategy has been 
completed appropriate consultation with tenants and leaseholders 
will be undertaken. 

d) The Housing Asset Management Strategy will be disseminated 
to all the relevant staff. 

Responsible Owner: 
Housing Head of Technical Services 

Date: 
31 December 
2020 

Priority: 
Medium 

 

Objective: A compliance audit to confirm policies and procedures are being consistently, effectively and efficiently 
applied: ensuring that all statutory responsibilities are met.  

Control 
 

Procedural guidance is in place for:  

• Gas Safety checks (including solid fuel and oil-fired installations); 

• Fire Risk Assessments; 

Assessment: 

Design 
Compliance 

 

 
× 
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• Electrical Testing; 

• Legionella; and 

• Asbestos. 

The procedures are available to all staff and tenants where applicable. 

Findings / 
Implications 

Electrical safety document is in place. A review of the document identified that guidance on maintaining electrical systems for tenanted 
and sheltered properties is not included.  

Fire safety procedures are not in place.  

It was also noted that the following policies/procedures are out of date:   

- Fire Safety Arrangements January 2019. 

- Asbestos Management Policy 2015.  

- Asbestos Removal Procedures to Contractor - Voids. 

- Property Services Asbestos Management Strategy February 2014.   

- Procedures to ensure servicing of gas burning appliances within Council owned housing stock August 2017.  

- Shower Head Procedure – Voids December 2015. 

There is a risk that up to guidance is not in place for staff and tenants. 

Management 
Action 9 

a) Electrical safety procedures will be implemented  for tenanted 
and sheltered housing properties.  
b) Fire safety procedures will be implemented for housing 
properties.  
c) The following policies/procedures will be reviewed and updated 
as required:  
- Asbestos Management Policy. 
- Asbestos Removal Procedures to Contractor - Voids. 
- Property Services Asbestos Management Strategy. 
- Procedures to ensure servicing of gas burning appliances within 
Council owned housing stock. 
- Fire Safety. 
- Shower Head Procedure – Voids. 

Responsible Owner: 
Housing Head of Technical Services 

Date: 
a) 31 
December 
2020 
b) 31 
December 
2020 
c) 30 April 
2021 
d) 31 
December 
2020 

Priority: 
Medium 
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d) The policies and procedures will be subject to review every 
three years or earlier in the event of any changes occurring and 
include version control.  

e) 31 
December 
2020 

 

Objective: A compliance audit to confirm policies and procedures are being consistently, effectively and efficiently applied: ensuring that all 
statutory responsibilities are met. 

Control 
 

Staff are provided with appropriate job related and health and safety training to ensure they follow safe 
working practices. 

 

Assessment: 

Design 
Compliance 

 

 
× 

Findings / 
Implications 

Fire Safety: 
Corporate Health and Safety maintain a record of all online fire awareness training undertaken by office-based staff. A review of the 
training records established that: 
- In 18 cases the training had been undertaken.  
- Three cases where the training was commenced in July 2019, February 2020 and July 2020 was not  completed.  
Improvements Team:  
A Training Matrix – Improvements is in place. A review of the matrix established that it was last updated on 10 October 2018. It was also 
noted that records do not include all the members of staff in the Improvements Team.  
After the audit a training matrix updated on 3 August 2020 was provided to us.   
There is a risk that staff training may be overlooked where the training matrix is not maintained up to date. 

Management 
Action 10 

a) The three members of staff will be reminded to complete their 
online fire awareness training.  

b) The Improvements Team training matrix will be maintained up 
to date  

c) A monitoring system will be put into place for Managers to 
ensure all relevant health and safety training and job-related 
training has been undertaken and the matrix is maintained up to 
date. 

Responsible Owner: 
a) Improvements Manager and Repairs 
Manager 
b) Improvements Manager 
c) Improvements Manager and Repairs 
Manager 

Date: 
a) 30 
September 
2020 
b) 30 
September 
2020 
c) 31 October 
2020 

Priority: 
Medium 
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Objective: A compliance audit to confirm policies and procedures are being consistently, effectively and efficiently applied: ensuring that all 
statutory responsibilities are met. 

Control 
 

Checks and/or works are carried out in the line with the timescales agreed by the Council and 
documents/records to evidence these checks are updated and retained. 

Assessment: 

Design 
Compliance 

 

 
× 

Findings / 
Implications 

Fire Safety:   
Fire alarm servicing is undertaken every six months. For two of the five blocks, sample testing confirmed that the fire alarms were serviced 
every three months and the remaining three were serviced every six months.     
For the same sample of five blocks testing confirmed that for eight weeks between 9 June and 29 July 2020 the fire alarm testing had 
been undertaken; however, in nine cases the test was carried out between nine and 14 days after the last test.  
For the fire alarm servicing, emergency lighting testing and extinguisher servicing it was noted that the spreadsheet does not always 
include the previous visit and as a result we could not confirm if the checks were carried out in line with the agreed timescales.  
Electrical Safety: 
We were unable to test if the electrical safety checks were being undertaken as required as the Council does not have an electrical safety 
testing programme in place.   
Where the housing compliance safety checks are not undertaken in line with the agreed timescales there a risk that the Council is in 
breach of health and safety legislation. 

Management 
Action 11 

All relevant staff and contractors will be reminded to ensure that 
the housing compliance safety checks for gas, oil fuel, solid fuel, 
legionella, fire safety and electrical is undertaken in accordance to 
the timescales set by the Council. 

Responsible Owner: 
Housing Head of Technical Services 

Date: 
31 October 
2020 

Priority: 
Medium 

 

Objective: A compliance audit to confirm policies and procedures are being consistently, effectively and efficiently applied: ensuring that all 
statutory responsibilities are met. 

Control 
 

Escalation procedures are in place and are complied with where checks are not completed for example 
inability to access properties.  

 

Assessment: 

Design 
Compliance 

 

 
× 
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Findings / 
Implications 

Solid Fuel: 

For a sample of 20 properties where solid fuel is in use testing identified that: in one case access to the property has not been gained 
since 2018 and two cases access to the properties was not gained in 2019. The Improvements Manager advised that as there is no 
statutory duty to carry out the annual service, access to the property is not chased and therefore the next service is then scheduled for in a 
year’s time. 

It is the Council’s policy that the solid fuel properties are visited for chimney sweeping on an annual basis. 

There is a risk to the Council of non-compliance to the policy and also a reputation/legal risk in event of any solid fuel related incident at 
the property.  

Oil Fired:  

The Council has two properties which are oil fired and testing is undertaken annually. Testing confirmed that these two properties were 
last serviced in April and May 2020. Review of the certificates issued by the contractor identified that comments made on the certificate – 
“too close to fence” and “tank too close to fence and house”.  

It could not be established if any review/action was undertaken.  

There is a reputation/legal risk to the Council in event of any oil fuel related incident at the property.  

Management 
Action 12 

a) The Council will review and agree the escalation procedures 
based on the risk to the Council and statutory/regulatory 
requirements.  

b) The escalation procedures will then be applied according to the 
agreed escalation procedures.  

c) An audit trial of the escalation will be maintained. 

Responsible Owner: 
Housing Head of Technical Services 

Date: 
a) 31 October 
2020 
b) 30 
November 
2020 
c) 30 
November 
2020 

Priority: 
Medium 

 

Objective: A compliance audit to confirm policies and procedures are being consistently, effectively and efficiently applied: ensuring that all 
statutory responsibilities are met. 

Control 
 

Where appropriate, internal quality assurance audits are completed to assure the works of third parties is to 
the required standard. 

Assessment: 

Design 
Compliance 

 

 
× 
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Findings / 
Implications 

Improvements and Repairs:  

Internal quality assurance audits are not undertaken to assure the works of third parties. 

For Voids – void inspections are undertaken to ensure that the works carried out by the in-house operatives have been undertaken to the 
void specification.   

For electrical testing, the work is checked by the supervisor. For a sample of 14 electrical testing works, in five cases testing identified that 
the work was not checked and signed off by a supervisor.  

There is a risk that the works may not be carried out to the quality required by the Council or its contractors. 

Management 
Action 13 

a) The Council will agree the housing compliance areas where 
internal quality assurance checks will be undertaken.  

b) The checks will then be undertaken accordingly. 

c) Monitoring will be undertaken to ensure that the required 
internal quality assurance audits/checks are being undertaken. 

Responsible Owner: 
Repairs Manager and Housing Head of 
Technical Services 

Date: 
31 December 
2020 

Priority: 
Medium 

 

Objective: A compliance audit to confirm policies and procedures are being consistently, effectively and efficiently applied: ensuring that all 
statutory responsibilities are met. 

Control 
 

The Asbestos Register is maintained up to date on the stock condition database.  

 

Assessment: 

Design 
Compliance 

 

 
× 

Findings / 
Implications 

A review of the asbestos register identified that:  

- A total of 1,675 records were identified on the register where the records are documented as active however no further details are 
recorded for the properties - the number of places of asbestos identified, presumed, strongly presumed, the material risk, the priority rating 
and if its notifiable to the Health and Safety Executive (HSE) fields are blank. 

- There is a risk that the asbestos register is not up to date and may lead to incorrect information being provided to contractors and DLO 
staff.   

Management 
Action 14 

The 1,675 records on the asbestos register will be investigated. Responsible Owner: 
Improvements Manager and Housing 
Head of Technical Services 

Date: 
31 December 
2020 

Priority: 
Medium 
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Objective: A compliance audit to confirm policies and procedures are being consistently, effectively and efficiently applied: ensuring that all 
statutory responsibilities are met. 

Control 
 

Contractors and repairs operatives are provided with access to the Asbestos Register with full details of any 
asbestos containing materials within a property before they commence any work on a property. 

Assessment: 

Design 
Compliance 

 

 
× 

Findings / 
Implications 

On review of the process in updating the asbestos register with survey results, it was identified that:  
- On completion of the asbestos survey a PDF of the survey is emailed to the Council’s dedicated asbestos email ID.  
- Every quarter an excel spreadsheet containing the survey results for the previous three months is provided to the Council by the 
asbestos contractors. Through an interface this information is uploaded by IT to the asbestos register held on the stock condition 
database.  
Although the Council receives the PDF of the survey results at the time this is not available on the asbestos register until three months 
later and there is a risk that the most up to date asbestos information may not be available/readily available to the Council’s operatives/ 
contractors.  
For a sample of 20 repairs jobs testing confirmed that in all cases the operative/contractor was notified of asbestos at the property.  
The operatives are provided with a link to the Council’s asbestos folder on the server and to the asbestos register held on the stock 
condition database. Contractors are provided with a link to the asbestos register on the stock condition database.    
It was also noted that the Council does not have a flag system in place for asbestos on the housing system and as a result when a repair 
call is received the member of staff is required to undertake checks on the asbestos register/asbestos folder/check with the asbestos 
administrator for all repairs where there is potentially asbestos present for example ceiling, floor tiles, mould in property, roof leaks etc.   
There is a risk that these checks may not be undertaken, and this may result in additional costs to the Council with repeat visits/health 
risks to the operatives.    

Management 
Action 15 

a) The Council will engage/discuss with the asbestos contractor 
with a view of obtaining the asbestos information for uploading to 
the stock condition database on a more frequent basis.   

b) The Council will investigate introducing a flag for asbestos on 
the housing/repairs system 

Responsible Owner: 
Improvements Manager and Housing 
Head of Technical Services 

Date: 
31 December 
2020 

Priority: 
Medium 
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Objective: A compliance audit to confirm policies and procedures are being consistently, effectively and efficiently applied: ensuring that all 
statutory responsibilities are met. 

Control 
 

Tenants are made aware of safety precautions that they can take to ensure that hazards within their homes 
are minimised. These include (but are not limited to) advice on managing the presence of asbestos, flushing 
water systems, where appropriate, ensuring adequate ventilation and a requirement to request permission to 
carry out any modification to any part of the home. 

Assessment: 

Design 
Compliance 

 

 
× 

Findings / 
Implications 

There is a page on the Council’s web site “Housing Stock - our Fire Safety position” and states:  “Following the tragic events at Grenfell 
Tower in June 2017 the Council would like to reassure all residents about its approach to fire safety, smoke detection and work being 
carried out on their properties” and includes “What you can do stay safe?” 
It was however noted that the Council’s web site does not provide any information on asbestos, legionella and preventing mould and 
condensation in the home. 
There is a risk that tenants are not being provided information on the Council’s website on the safety precautions that they can take to 
ensure that hazards within their homes are minimised. 

Management 
Action 16 

The Council’s web page to include information safety in the home 
regarding legionnaires disease (this only applies to homes with 
communal water tank facilities and not domestic homes), 
preventing mould, damp and condensation, annual gas/other fuel 
servicing and asbestos. 

Responsible Owner: 
Housing Head of Technical Services 

Date: 
30 November 
2020 

Priority: 
Low 
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